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The world 
that we live 
in !



Internet Uses Stats

According to the 2019 report by the Internet & Mobile
Association of India (IAMAI) and Nielsen - With
over 503 million internet users, India is the second
largest online market in the world, ranked only behind
China. It was estimated that by 2023, there would be
over 650 million internet users in the country that have
been already crossed.

227 million active internet user in rurals, 10% more
than urban India's about 205 million as per same
report.

71 Million kids between 5-11 age also go online
using adult device.

Overall gender distribution -: Men : 65% & Women :
35%

https://www.statista.com/statistics/262966/number-of-internet-users-in-selected-countries/


Social Networking

Connecting People in the Digital Era





Social Networking

A Social networking service is an online platform

which people use to build social networks or

social relations with other people who share

similar personal or career interests, activities,

backgrounds or real-life connections.

Social media platforms are enjoyable to use,

beneficial while looking for a job, and excellent for

staying in touch with friends, family, and business

associates.

Social networks have billions of users worldwide,

making them an integral part of modern society.



Evolution of Social Media

1997

•Short-lived 
Six Degrees 
profile 
uploading 
service 

1999

•Webblogs or 
blogs

2001

•Friendster : 
Email 
registration 
and basic 
online 
networking

2002

•Linkedin

2003

•Myspace

2004

•Facebook

2005

•Reddit

•Youtube

2006

•Twitter

2007-
2020

•Instagram

• Tiktok

• Snapchat 
etc



Use of Social Networking

Meeting the people online across the world.

 Making friendship with the people who are far

away.

Profile building.

Self representation.

Exchanging / Sharing the information related to

studies or education, current affairs, sports,

business, transport, movies, latest news updates,

event announcements, exchanging the thoughts

etc.

Share the data files, videos, music, photo e.t.c



Types of Social Networking

Type of Social 
Network

Ref : https://blog.milestoneinternet.com/getting-social/social-media-starfish/



Future Trends in Social Media

Video content will continue to dominate social

media platforms.

Social commerce will become more

prominent, allowing users to make purchases

directly within social media apps.

Augmented Reality (AR) will be integrated

into social media platforms, providing

interactive and immersive experiences.



Benefits of Social Networking
• Social networks allow people to connect and communicate 

instantly.

Improved 

Communication

• Social networks help individuals expand personal and professional 
connections.

Networking opportunities

• Users can easily share news, articles, and other valuable resources.Information Sharing

• Social networks enable interactions with people from different 
countries and cultures.

Global reach

• Social networks help maintain and strengthen friendships and 
family ties.

Strengthened connections

• Social networks offer support groups for various interests and 
issues.

Support communities

Excessive use of social networks can 
negatively impact real-life relationships.



Negative Impacts

Physical Health

• Chest pain, back pain, and headaches.

• Sleep-related issues

• Less Exercise

• Obesity

• Eyestrain

• Affecting Posture

Emotional Health

• Addiction

• Sadness

• Stress

• Increased risk of depression, anxiety, loneliness, self-harm, and suicidal thoughts.

Psychological Health

• “Phubbing,” which refers to the extent to which an individual uses, or is distracted 
by, their smartphone during face-to-face.

• Pressure to compare oneself to others

Interpersonal Relationships

• People who rely too much on social media for communication may overlook in-
person encounters, which are crucial for the growth and maintenance of social 
skills. 

• Social media can encourage the dissemination of false information and fake news 
which can weaken social ties and cause trust to break down.



Cyber Security Concerns

Phishing
Self 

Harm 
Game

Malware Privacy





Ref: https://www.newindianexpress.com/



Social Engineering :The Art of Deception

Understanding the Tactics and Strategies of Social Engineering



Cyber Threat

Cyber threat is any circumstance or event with the potential to adversely 
impact Organisation (including mission, functions, image, or reputation), 

organisational assets, individuals, other organisations, or the Nation 
through an information system via unauthorized access, destruction, 
disclosure, or modification of information, and/or denial of service.



Who are 
these 
people

• Hackers : Black, white , grey !

• Curious Kids or enthusiasts

• Professional Criminals – Group of 
experienced hackers

• Malware programmers

• Corporate Espionage

• Information warfare

• Cyber Terrorism

• State Players

• Stake holders – Employees, Vendors?



Social Engineering Attack

Social engineering is the term used for a broad range

of malicious activities accomplished through human

interactions.

It uses psychological manipulation to trick users into

making security mistakes or giving away sensitive

information.

A perpetrator first investigates the intended victim to gather

necessary background information, such as potential

points of entry and weak security protocols, needed to

proceed with the attack.

Then, the attacker moves to gain the victim’s trust and

provide stimuli for subsequent actions that break security

practices, such as revealing sensitive information or

granting access to critical resources.



Social Engineering Lifecycle



Phishing



Phishing 
Types



Indian 
Scenario

 CERT-IN is a functional organisation of Ministry of Electronic and
Information Technology, Government of India. CERT-In is operational
since January 2004. The constituency of CERT-In is the Indian Cyber
Community.

 The Financial Stability Report, July 2020 published by the Reserve Bank,
states that the banking industry is a target of choice for Cyber-attacks. It
further observes that there has been an increased incidence of cyber
threats in the post COVID-19 lockdown period.



Phishing Process





Artificial intelligence is used in a particular kind of scam called "AI-based deep fake calls," 

which produces phony audio or video recordings of real people. These calls can be made by 

scammers posing as a reliable friend, relative, or acquaintance in an attempt to deceive the 

victim into divulging personal information or money.

AI-Based Deep Fake Phishing 



Phishing Reporting and Checker



Drive-by Downloads



Malvertising



आजका साइबर (Cyber) सुववचार




